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INTERPOL’s contribution to the elaboration of a Comprehensive International Convention on 7
Countering the Use of Information and Communications Technologies for Criminal Purposes (October
2021).

.ENISA Threat Landscape 2021 (October 2021) 8

National Cyber Security Centre, Annual Review 2021: Making the UK the safest place to live and work *
.online (November 2021)

Australia’s Ransomware Action Plan (Oct. 2021) https: //www.homeaffairs.gov.au/cyber-security- 1°
.subsite/files/ransomware-action-plan.pdf

Federal Ministry of the Interior, Building and Community, Cyber Security Strategy for Germany (2021)
https: //www.bmi.bund.de/SharedDocs/downloads/EN/themenvit-digital-policy/cyber-security-strategy-
for-germany2021.html
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.FBI, Internet Crime Report (2020) https: //www.ic3.gov/Media/PDF/AnnualReport/2020 _IC3Report.pdf*2
Financial Crimes Enforcement Network, Financial Trend Analysis: Ransomware Trends in Bank 13
Secrecy Act Data Between January 2021 and June 2021 (2021)
https: //www.fincen.govrsites/default/files/2021-

oMPT Yy DovIan 0NN .10/Financial%20Trend%20Analysis Ransomeware%20508%20FINAL.pdf
.(Anti-Money Laundering Act of 2020) )1 125N NDX PIN 95 DPDINI DXAMNN

Europol (2021), - 51977110 5w 2021 NIWD 1PN PININD YV 127D NIIYN THDN 1NDND YN MIIYN 9D P 14
Internet Organised Crime Threat Assessment (IOCTA) 2021
https: //www.europol.europa.eu/cms/sites/default/filessrdocuments/internet_organised_crime_threat asse
.ssment_iocta_2021.pdf

Chainalysis, Ransomware 2021: Critical Midyear Update, 15
https: //blog.chainalysis.com/reportsransomware-update-may-2021 (2021).

PaloAlto Networks, 2021 Unit 42 Ransomware Threat Report, https: //start.paloaltonetworks.com/unit- ¢
.42-ransomware-threat-report.html (2021)
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https://start.paloaltonetworks.com/unit-42-ransomware-threat-report.html
https://start.paloaltonetworks.com/unit-42-ransomware-threat-report.html
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Congressional - 2021 92IVPIN2 NHONAY IPPIIND DNNPN DY IPNHAN 1930 TP DY NIWIY NPPD XY 18
Research Service Ransomware and Federal Law: Cybercrime and Cybersecurity p.10
https: //crsreports.congress.gov/product/pdf/R/R46932#4: ~: text=1f%20a%20ransomware%20attack%20or,i
.ncident%20response%20and%20damage%20mitigation
OFAC 2779 .7720-myIxX 5¥ )NV NIN NPPTH IR OWIND N1IVNI NVIPID PVNY NN N PN 17
US ; 10 »MMo X 009170 10O (groups of individuals) ©WIN 920 Y WX MPTH HY NPNPID NN
Department  of  the  Treasury, Basic Information On  OFAC and  Sanctions
.https: //home.treasury.gov/policy-issues/financial-sanctions/fags/topic/1501
SY NPNPIDN NNIYIL DMINAN DN DY ,PPY IN Y 19INT , MINPDY TIIYY IX OOYY NOIN DN DNPINNX DY
mwn (IEEPA) International Emergency Economic Powers Act »5 ,1720x8 nnn manmin my» 7 w OFAC
7997 NPOY NYNINN 12 28102 D) YN NT NON 1917 mwn Trading with the Enemy Act-n a5 pavonhy 1977
959y, 7w NNt IEEPA Sw 019N 9977 910K NN N19Y21N0Y IR NN IIRY 0907 Dy IEEPA nx
2¥ NYNIAN NPND NI NPRY NZW YNID NPIINN-NI NIIRD Y1OD NOIN IN ) IMPANI MYN XOD P INN NN
DIPYINND NPIPIDN TIWN NNN IP>IRN NNIR T
»an ,OFAC Sy nvypon nnoway ,SUEX ,0»9X107 miyavns 9nonin Nt SY Nnoion Yomoa [ 0myo
US Department of Treasury, .n79)2 Mapnn DOy¥INN 0970 NIY DYDY DOMPY PIDND NMT DT MPYY
Treasury Takes Robust  Actions to Counter ~ Ransomware (September 2021)
.https: //home.treasury.gov/news/press-releases/jy0364
Department of the Treasury, Updated Advisory on Potential Sanctions Risks for Facilitating 2°

Ransomware Payments (September 2021)
https: 7/home.treasury.govs/system/files/126/o0fac_ransomware_advisory.pdf
.ow 2
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NNDY9 2021 72naN (https: //WWWw.cisa.gov/stopransomware/ransomware-guide) 11910 MOpPNNY PN
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FBI Scams & Safety: Ransomware ; ransomware guide September 2020 ;22 w'n 9y 2
.https: 7www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware

https: 7www.congress.gov/bill/117th-congress/house-bill/59361s=1&r=35 2¢
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N.C. Gen. Stat. § 143-800 https: //casetext.com/statute/general-statutes-of-north-carolina/chapter-  2*
143-state-departments-institutions-and-commissionsrarticle-84-various-technology-regulations/section-
.143-800-state-entities-and-ransomware-payments
Spencer Pollock & Kelly Campbell north Carolina bans state entities fiom negotiating with hackers ©x W
— and other states may follow Mcdonald Hopkins (9.6.22) https: //mcdonaldhopkins.com/Insights/June-
.2022/NC-bans-negotiating-with-hackers
Department of Information Technology-n Dy M¥y»nn n2N 03 NSVIN,NPXPN PPN IMN NN D I Ty
L("10NCDIT” :15n2) n»Hp Noxa
nLocal government entity. - A local political subdivision of the State, including, but not limited : (c)(1) ,ow 2¢
to, a city, a county, a local school administrative unit as defined in G.S. 115C-5, or a community college”;
(c)(2): »State agency. - Any agency, department, institution, board, commission, committee, division,
bureau, officer, official, or other entity of the executive, judicial, or legislative branches of State
government. The term includes The University of North Carolina and any other entity for which the State
has oversight responsibility”; Jonathan Grieg an inside Look into States Efforts to Ban Gov’t Ransomware
Payments, The Record (23.8.2022) https: //therecord.media/an-inside-look-into-states-efforts-to-ban-govt-
ransomware-payments/
SENATE BILL NO. 726 7
https: /www.legis.state.pa.usyCFDOCS/Legis/PN/Public/btCheck.cfm?txtType=PDF&sess Yr=2021&ses
Sarah Coble Pennsylvania Approves :03 W1 .sInd=0&billBody=S&billTyp=B&billNbr=0726&pn=1326
Ransomware Bill Info Security (21.6.22) https: //www.infosecurity-magazine.com/news/pennsylvania-
Scott Ikeda ; LEGISCAN https: //legiscan.com/gaits/search?state=PA&bill=726 ; approves-ransomware/
Patchwork Of US State Regulations Becomes More Complex As Florida, North Carolina Ban Ransomware
Payments CPO  (19.8.2022)  https: //www.cpomagazine.com/cyber-security/patchwork-of-us-state-
. /regulations-becomes-more-complex-as-florida-north-carolina-ban-ransomware-payments
Patricia A. Markus, Gina Ginn Greenwood Not In My Backyard: ; Senate Bill No. 726 Article 767 ,ov 2
NC Becomes First State To Prohibit Public Entities From Paying Ransoms Nelson Mullins (5.4.2022)

https: //7www.nelsonmullins.comvidea_exchangeralerts/privacy and data security alertsall/not-in-my-
.backyard-nc-becomes-first-state-to-prohibit-public-entities-from-paying-ransoms
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https://www.infosecurity-magazine.com/news/pennsylvania-approves-ransomware/
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Florida House of Representatives CS/HB 7055 29

https: //7www.flsenate.gov/Session/Bill/2022/7055/Bill Text/er/PDF

defines a state agency as any official, officer, commission, board, authority, council, committee, or

department of the executive branch of state government; the Justice Administrative Commission; the

Public Service Commission; the Department of Legal Affairs; the Department of Agriculture and

Consumer Services; and the Department of Financial Services. University boards of trustees and state

Alfred Saikali Florida’s New  ; universities do not fall within the definition of a “state agency.”

Ransomware And Cybersecurity Requirements/Restrictions JDSUPRA (11.7.2022)

. /https: //7www.jdsupra.comv/legalnews/florida-s-new-ransomware-and-8341830

Elise Elam & Benjamin Wanger Florida Follows North Carolina in Prohibiting State Agencies from *

Paying Ransoms, Baker Hosteler (19.7.2022) https: //www.bakerdatacounsel.com/cybersecurity/florida-
. follows-north-carolina-in-prohibiting-state-agencies-from-paying-ransoms/

N9 Sy NNNN PN Nysn .Senate Bill S6806A https: /www.nysenate.gov/legislation/bills/2021/s6806

PPN NN >P5NN NINSNY PTN 2021 ONNI ONIDN

ngovernmental entity” shall mean any state, : PINN 9N DNPOY DIV MITHN MMIXN PIND NYXNI 0w 3
city, town or village or local department, board, bureau, division, commission, committee, school district,

public authority, public benefit corporation, council of office.

0w #

.27 v oyo , Scott Tkeda3s

.ENISA Threat Landscape for Ransomware Attacks (July 2022) 3

34 7y 11 Ty

64924 272K N ,33475 77N, 1 T210 IO M, 11 TP ,TIET T Noa
cyber-unit@justice.gov.il :>”X1T  02-6468009 :0pD  073-3924455 DYV



mailto:cyber-unit@justice.gov.il
https://www.flsenate.gov/Session/Bill/2022/7055/BillText/er/PDF
https://www.jdsupra.com/legalnews/florida-s-new-ransomware-and-8341830/
https://www.bakerdatacounsel.com/cybersecurity/florida-follows-north-carolina-in-prohibiting-state-agencies-from-paying-ransoms/
https://www.bakerdatacounsel.com/cybersecurity/florida-follows-north-carolina-in-prohibiting-state-agencies-from-paying-ransoms/
https://www.nysenate.gov/legislation/bills/2021/s6806

DX0UNN TI9UN
131990 MOYYPI
42500 NPYHN
110U DY DNINY DIYY TONI 12 NPIY IP 29YPNN TINNM 22WIN Y, NPIPIDN T0WN

37.()12105 DY 9PN MNTY NNXN1)

PII0OIN

Australian Cyber ) 920 NNVLINY Y9IVDIND 15790 ,NID MAPNN OY MTTIINND TITH2
38,9915 YWY Now o (PACSC? :9nY) (Security Centre

MNYY 9910 DIYWN YD NN FIDIVDIN NOWNND DY NNTNY D DD 2021 NINND NYITH THONN
DYPNY MIVY DNIAYN 1997,1N72Y MIXIIAD IWNY 19107 29DIY 19N, T .1DPD9 NAY > MYYD
172y 715 NYYN DNIAYM ,TIV ONIN WY 191N YDV 19N PJMINY 40, )11 MHASN YW Ny

419790 )0 HY

.18

.19

TI91-1%)

MWYPRA 1905 O N MY L (PCERT NZ» :\onY) Computer Emergency Response Team-n
1ITNY NININY DINAPNY NPVIN KD DIPYNNY MO0 429915 DOWD NOW \DNN ,TIDT-1) DY 1210
3 PTNY NIVNY GPMNN NN TIONY NWY DIPYNM

.20

71720292

Information -y ,(M*1Y>71221 920 NNVIARD YMINON 1D9IN) NCSC UK-n Hv 9mwn anona
NY PIND NIINR AWV 1NN P TN 29N NovHH #“4(ICO7 :19nY) Commissioner’'s Office
WOPIY DIPIMINIPID XYMON PT I RN TN DY NNT .90 DIPYNI MOIMN X MTTIVNH

5. 0°9PINN MYMTY INYND OOV ,NIMD NAPNND

92911 1957 2 PI¥ [CO-N YW 9NN, NRT DY L9915 DIYWYN DY NDINR DPUNN PIN PN 1MVI12
NIMN Y ) ITNY 1PNNY YPHRNY 72O N DPYNNY TI0 NNVIN PR 199 DY
DY TN P2 NDW XY 191D DIVWN D PIX /) 1N .MV 12PN IR VINDY DMVY DXIPINNY

European council EU imposes the first ever sanctions against cyber-attacks 7
https: //www.consilium.europa.eu/en/press/press-releases/2020/07/30/eu-imposes-the-first-ever-
/sanctions-against-cyber-attacks

https: //www.cyber.gov.au/ransomware/what-to-do 38

Cyber Security Industry Advisory Committee, Locked Out: Tackling Australia’s Ransomware Threat

(March 2021) https: //7www.homeaffairs.gov.au/cyber-security-subsite/files/tackling-ransomware-

.threat.pdf
IOI0OIND MY0N TIPY 400.3-400.8 DX9YD 9 4

II0O0IND M0 TIPY 103.1-103.2 DXYD ) 4

CERT NZ Spotlight On Ransomware https: //www.cert.govt.nz/it-specialists/news-and-*
.events/spotlight-on-ransomware/

https: //www.cert.govt.nz/business/guides/protecting-from-ransomware/ 43

YT NN DY NN DY ININRD , 0D TN ,MAIN 50N TI NPINND AN SN INDN G #

https: /7ico.org.uk/mediasabout-the-icosdocuments/4020874/ico-ncsc-joint-letter-ransomware-4

202207.pdf
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Department of Treasury Computer-Security Incident Notification Requirements for Banking®

Organizations and Their Bank Service Providers (November 2021)

https: //www.federalreserve.gov/newsevents/pressreleases/files/bereg20211118al.pdf.

Office of the comptroller of the currency /nformation Technology: OCC Points of Contact for Banks’ ¢

Computer-Security Incident Notifications (29.3.22) https: //www.occ.gov/news-
FDIC Computer-Security Incident Notification ; issuances/bulletins/2022/bulletin-2022-8.html

Implementation (29.3.22) https: //www.fdic.gov/news/financial-institution-letters/2022/fil22012.html

CISA Protecting Sensitive and Personal Information from Ransomware-Caused Data Breaches ¢

https: //7www.cisa.govssites/default/files/publications/CISA Fact Sheet-

.Protecting_Sensitive_and Personal Information from Ransomware-Caused Data Breaches-508C.pdf

https: //www.hhs.gov/hipaa/for-professionals/breach-notification/index.html ¢
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HIPAA Administrative Simplification, Subpart D - Notification in the Case of Breach of Unsecured ¢

Protected Health Information -

https: //7www.hhs.govssites/default/files/oct/privacy/hipaa/administrative/combined/hipaa-

simplification-201303.pdf

Part 318 - Health Breach Notification Rule https: //www.ecfr.gov/current/title-16/chapter-I/subchapter-¢¢
https: 7www.ftc.gov/system/filessdocuments/rules/health-breach-notification- ; C/part-318

;tulesstatement of the commission on breaches by health apps and other connected devices.pdf

Federal Trade Commission Health Breach Notification Rule https: //7www.ftc.gov/legal-

library/browse/rules/health-breach-notification-rule

ymxNY (Federal Regulations Code) *5779n niapnn Mph XOX  HIPAA-Y M9 19X Pinn NYar »In ¢

Part 318 — Health Breach Notification Rule:oy w3 .HIPAA-2 myamn HOXY  mm
https: 7www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-318
SN 7NN nysno 92000 M2aTY e
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Office of the Australian Information -5 90995 AT PON Modov g0 Y5 2NN
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7297 YT N2IND DIPIN NN OYIVDIND NPV PIN 7L.DY099 HY WaVnD NI VWX yNa
NN, D901 D) Y772 D) PININN YT DY NADTN DN INNN TAX 9N YT NASTN IWND (1)
UNIDY NN 9N NYNINND YN NADTN IWUNRD (2) 73.0°901 DIN) DMIN DY NN XY W THN
NOYINN MY VI WO NN OPPY NMINY 10 o> v (Chief Executive Officer) qnn
TAN MPA N2W NPN ITIVDIND NPVIAN PINA NVNIIN VITHIN NN TUNI (3) 7490 NN DY
DTN PN IR) NPNON NYNIND PID QNN DY 2NN XD TN NN ,7SNPTIO MIRNN DY
NN MM ,NNPNA NYIAPHN NPTID NIRIINA TYTH OX I ANT .(NPND DMND NAPNNND
VITON NINY VNI NNNNPN YN (4) 76.910 DY DINN RO MTHN NN I DIRNN NND TN
IN NON QN TN NIONND DXNNA ,NDINN DIVIND YW : NININ MDINND NNNA DINN KD
7750301995 2XUNN NNNHNNIY INN PAY Y 295 IN,1PHIVDIND MNIND NHTIN

91 1)

MYTY YOW NPVLIS NN TPNNN NPPNN . TID-1 YV (Privacy Act) Nn1»vI9n PN ypn 2020-1 .43

NPV MM DY NPIPN DY TIDIT-1I2 NPVIN DY NNNND NNTD DMNNINY DIPOY 1NN, 1PDY

DYVNDY ,NAY YTI0 MOYD D1 MIPT-IN T NYNIAD ININY PADY X DTN NYNAD D> NNY
78.$10,000 N2 ©IP YV

https: //www.oaic.gov.au/privacy/the-privacy-act/rights-and- 69
o»n responsibilities#OrgAndAgencyPrivacyActCovers
https: //7www.legislation.gov.au/Details/C2021C00452

https: //www.oaic.gov.au/privacy/the-privacy-act/rights-and- 70
responsibilities#OrgAndAgencyPrivacyActCovers

https: //www.cyber.gov.au/ransomware/what-to-do 7!

Australian Privacy Act 1988, Notification of Eligible data breaches, Division , Subdivision B- General 72
Notification Obligations- - https: //www.legislation.gov.au/Details/C2021C00452

PN 26WM pon 72

.7No 26 WN pon 7

,(CommonWealth-n) >v>12n DMYN 92N HPINKD TAND NPWHN MXNND NINON -’Secrecy Provisions” 75
INYN YY IN YT IO DY MNP IX MIDINN

N0 26 WP pon 76

N0 26WQ pon 77

https: //www.privacy.org.nz/assets/New-order/Resources-/Publications/Guidance-resources/Privacy- 78

Act-2020-information-sheets-full-set.pdf
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PN MYNIND M0 8L PN N0 80,y NN PHIY NYNN KON DINND MINT 72,¥ 0N MYNI NN
Sy MNYD MONRY DY IPD DMP TID’T-1I2 NPVIAN DY NINNNN INNA S2H0PNY NNVIANN SYNNN)

8.MNTO DYDY DRN TIVNY IDPMNY DXAND YD NN

,TIDNT-1I2 DOONI/N DNNINY DOPOY DY DN NI ,NPININVIIV-NIVOPNR NIINN NPVIN PIND
200 21209 190 DN DY D) DN PIND ,OWND 1.1 TH NP NINDN DNY PN DN D)

92NN IYNRI ,NID MAPNN DY NPIPN DY DI DN NT NPINY 1N TIDT-1)2 NPVIIN DY NNNNN
NN AN YTOT MIN NN PIND 114 PON . PON TIWIN YN IN INMIN NN OUIN YR DY) PWN
YINN VIO NN YD GPIMNIN N DX 2»NN PINY 115 PHN 8431 NPV NN YY NPVII DY
V9N NN YTHY PIRN DY 29 YAIP PINN 85.0PVIIN NI DY IMDIIT MDD DX YTHY IN I2TD
19IND VIN NN YT I KD DN DMIPNID VI, NIONN N YIII IWIRN DI NN, PNYY VI
MDNY ¥ DN DXXIND NN NINNY PIND,TID TYNNA 2NN NI NI9NN DY DD W INY 2D
N9 YOVINY DN DY DONTN DXV DD N1 NN NYTIND : ININ N NYTINN NN

86, 215(1)(a) PN DMINNN DININD DRNNA DDIANNY NYTINN DY ; NPV

DMP . MNXY IN VY YITON NIND 21DV IN NV DIPNYNN HYIY DIPINN DMNN 116 PHNa
TPOMA N NIPTHN PNV YNAD DMVYY WR IUNRD NDND IN VI AT NIND NV
W NYIN) IWINIA DY PN MNDINN IHNNY INN 2INA YNAD MIVY NYTIND TUND ; DPNINDIIN
NN 29Y0 117 .OTX DY MDY 190 IN INDN TIO NYND (1IN TOND MIT X MPPN Ny
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Sensitive information can be, for example, about someone’s health, political or religious beliefs, or 77

financial information. Context is important. Information that is not sensitive in one situation might be very

sensitive in another.

MYTIPNR DM ,NDIWI GRVN INKY D) ,P1I0 DINT NWYY D) Dwnd 80

PRRTIN JTIIN POV MY ,DMIPN PP PR YDN TIDN 929 P13 W PR NN PNPIoyn i 8

NN P IN YON

.https: //legalvision.co.nz/data-privacy-it/notifiable-privacy-breach 82

"Do 1 Need To Notify?” https: //www.privacy.org.nz/responsibilities/privacy-breaches/notify- #
.us/evaluate

https: //www.privacy.org.nz/blog/opc-sends-warnings-to- n»vIa Yy INPNY  NyMn — 114 ponst
./organisations-to-get-it-right-next-time

: DIV (aploplsp) - 115 Ponss
https: /7www.legislation.govt.nz/act/public/2020/0031/latest/L MS23504.html
.DY 86
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